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What is Spectrum and Why Utilities Care
Spectrum encompasses all wireless communications, including Wi-Fi, 
Bluetooth, mobile, radio, television, and satellite. Modern organizations of 
all kinds rely on spectrum. However, it is particularly essential for Critical 
Infrastructure Industries (CII) such as electric utilities. As CII designated 
organizations, electric utilities require the best spectrum available to reliably 
and securely deliver the energy vital to the economy, public health and public 
safety of the nation.

Wireless spectrum allows utilities to use automation technologies, including 
advanced monitoring and demand response control, to improve the reliability, 
efficiency, and security of the power grid. Wireless spectrum allows utilities 
add innovative digital devices and leverage operational communication in 
revolutionary ways:

Reliability and Resilience: Wireless sensors can detect faults in the grid 
and communicate this information to control centers, enabling rapid 
response to issues.

Disaster Recovery: In the event of natural disasters or other 
emergencies, wireless communication can help utilities quickly 
restore services by providing real-time information on grid status and 
performance.

Data Analysis: Utilities can remotely monitor transformers, substations, 
smart meters, and other elements of the power grid. They can 
instantaneously analyze data on energy usage and grid performance.

Risk Mitigation: Utilities can wirelessly detect faults in the grid and 
rapidly communicate them to customers. By gathering real-time 
performance data, utilities can quickly restore service to customers in 
the event of a natural disaster or other crisis.

Accessibility: Utilities can use push-to-talk (PTT) systems to reach 
customers in an emergency, eliminating the cost burden and 
inefficiency of land-mobile radio networks.

Security: Wireless communication channels can protect sensitive data 
and the integrity of the power grid against cyber threats.

DER Integration: Utilities can operate microgrids, both independently 
and in conjunction with the main grid, and comprehensively manage 
distributed energy resources, such as solar panels and wind turbines.

Reduced Opex: By reducing the need for physical infrastructure, like 
wired connections and truck rolls, wireless communication can lower 
operational costs for utilities.

▼

Utility Spectrum 101—UBBA



4

Utility Spectrum 101—UBBA

Smart City Initiatives: As consumers become more engaged with 
infrastructure services and there is increased demand in urban and 
rural areas, utilities need to have the bandwidth to not only operate 
efficiently but also have the ability to interoperate with other critical 
infrastructure.

Some utilities may be comfortable relying on legacy technologies, such as 
fiber optics and powerlines. However, for critical utility use cases spectrum 
adoption has become more crucial for electric utilities to minimize the impact 
of ongoing cyberattacks, natural disasters, and aging legacy technology. 

Understanding  Spectrum Bands: 
Licensed, Unlicensed, and Hybrid
Spectrum bands are categorized based on how they are regulated and used. 
The main types of spectrum bands are licensed, unlicensed, and hybrid. Each 
category has distinct properties and implications for use.

Because they are more secure and accessed exclusively, licensed bands 
are considered more reliable. Users can expect less interference in crowded 
environments, whereas they may need to comply with certain technical rules 
to minimize interference without a license. A license allows users to access 
private cellular networks (i.e. 4G, 5G), private mobile radio, private broadband, 
broadcast television, and broadcast radio, all of which can play a critical role 
in ongoing services and emergency response. An unlicensed band may be 
appropriate for those who only use lower-frequency communications, such as 
Wi-Fi, Bluetooth, and consumer smart devices. ▼
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Hybrid strategies focus on shared access which combines elements of both 
licensed and unlicensed spectrum. Users may need to obtain a license, 
but the spectrum is shared among multiple users with certain conditions. A 
common example is Citizens Broadband Radio Service (CBRS) in the U.S. 
inwhich the 3.5 GHz band is shared among different tiers of users (incumbent 
users, priority access licensees, and general authorized access users). Cost 
of this option is often lower than fully licensed spectrum but higher than 
unlicensed spectrum and interference is managed through a coordinated 
access system.

IN SHORT...

Unlicensed Spectrum: Best for low-cost, flexible, short-range 
applications where some interference is acceptable.

Licensed Spectrum: Ideal for high-reliability, high-quality, and secure 
communication needs, typically at a higher cost.

Hybrid Spectrum: Offers a balance, allowing shared access with 
managed interference, suitable for scenarios where flexibility and 
efficiency are needed.

Understanding these differences helps organizations choose the right spectrum 
(or mix of spectrum) for their specific communication needs, balancing cost, 
reliability, and regulatory considerations. Utilities will find that each spectrum 
band carries unique benefits and drawbacks that should carefully consider when 
choosing spectrum.

Key Properties of Spectrum Usage
Utilities should consider their needs, capabilities, and compliance 
requirements in selecting the appropriate spectrum or mix of spectrum. 
Spectrum has several key properties to guide utilities in making this decision.

FREQUENCY, RANGE, AND CAPACITY
Low-frequency bands (below 1 GHz) can cover large areas and penetrate 
buildings effectively, making them suitable for outdoor use and wide-area 
coverage. High-frequency bands (above 3 GHz) can transmit larger amounts 
of data, making them more suitable for indoor use, high-capacity applications, 
and local areas. While they do not guarantee the same coverage as low-fre-
quency bands, increasing transmit power on high-frequency bands can boost 
their coverage range. Utilities may also choose a midband frequency to maxi-
mize the benefits of high- and low-frequency bands according to their needs.

Utility Spectrum 101—UBBA
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Sharing a band with other users can potentially affect any network in use, 
whether they are using the same frequency in a bordering area (cochannel 
interference) or a bordering frequency in the same area (adjacent channel 
interference). Before acquiring spectrum, utilities should check for other 
operations in their general area and prepare to coordinate appropriately.

EFFICIENCY
Utilities may opt for paired or unpaired spectrum, depending on their intended 
use. Spectrum pairing allows utilities to simultaneously transmit and receive 
data on separate bands, an efficient method called frequency division 
duplexing. By contrast, an unpaired band transmits all communications in 
rapid succession. This method, called time division duplexing, allows utilities 
to adjust their bands’ capacity according to their needs. 

Utilities may find the inherent efficiency of a hybrid model appealing. However, 
some licensed bands provide options to emulate those benefits without 
integrating. For example, standalone PLTE divides a network into “slices,” 
streamlining power to different tasks to optimize coverage and speed. This 
allows utilities to adapt dynamically to a changing industry landscape: newer 
automation technologies, such as meters, require higher latency and lower 
throughput than legacy technologies, such as substations.

AVAILABILITY AND COMPATIBILITY
The 3rd Generation Partnership Project, or 3GPP, sets global interoperability 
standards and defines spectrum bands accordingly. As a result, the wireless 

▼
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communications industry universally supports the adoption of 3GPP. By using 
a spectrum band defined by 3GPP, utilities can ensure compatibility with 
necessary technologies, equipment, and infrastructure.

Access to spectrum and its necessary equipment may vary by band and 
location. For some frequencies, utilities may need to clear their existing 
operations before transmitting on the spectrum band. Utilities should also 
consider the devices they intend to use for wireless communication, as many 
may only use a certain band or require a license.

Acquiring Spectrum
Acquiring licensed and hybrid spectrum bands often requires regulatory 
approval, and all spectrum bands come with important compliance 
considerations. Utilities must ensure they operate within the allocated 
frequencies and comply with regulations set by the Federal Communications 
Commission (FCC).

To acquire a license for spectrum, utilities can apply to participate in an 
auction. Utilities should conduct a thorough analysis of their coverage require-
ments, capacity needs, and required services, before participating. Utilities 
often must receive regulatory approval and demonstrate financial capabilities 
before applying. Cost considerations largely depend on frequency, geographic 
location, route of license acquisition, and licensing duration. Utilities should 
consider the terms of their spectrum license, as understanding them can 
ensure continuity of service and benefit long-term planning. License renewals 
tend to be low-cost, provided that they are in use in most of the licensed area.

As of 2023, the FCC does not have authority to auction spectrum licenses. 
Instead, utilities may consider leasing or purchasing spectrum from existing 
license holders. This can be more efficient than the auction route. However, as 
a secondary market transaction, it often still requires regulatory approval.

Given the complexity of spectrum acquisition, utilities often confer with legal 
and technical consultants to navigate regulatory processes, develop bidding 
strategies, and ensure that spectrum meets their technical requirements. 
Spectrum owners, telecom operators, and other stakeholders can provide 
utilities with access to expertise and potentially more favorable terms in 
spectrum acquisition and deployment.

▼ 7
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Utility Spectrum Strategies and Resources
Wireless communications technologies are the mainstay of modern utility 
networks, and utilities will rely on them increasingly for the foreseeable future, 
particularly with the growth of automation technologies. It is crucial that 
utilities understand their future spectrum needs and develop policies to meet 
them. Utilities face unprecedented growth to meet energy demand, stringent 
stipulations around greenhouse gas emissions, and an increasing dependence 
on renewable energy. Selecting the right spectrum for utility networks means 
carefully balancing coverage, capacity, and operational needs. Utilities should 
also consider spectrum availability, equipment compatibility, compliance 
requirements, and future scalability. By understanding how these properties 
impact intended use, utilities can make informed decisions that optimize their 
network performance and reliability.

Utilities do not need to feel alone in this process. Membership in the Utility 
Broadband Alliance (UBBA) provides access to industry collaboration, 
technical expertise, regulatory support, innovation opportunities, and 
economic benefits. Whether your utility has decided on a spectrum strategy or 
needs help getting there, UBBA has all the resources you need. Our members 
include investor-owned, municipal, and state utilities, as well as technology 
solutions providers and engineering consulting firms. By leveraging these 
resources, utilities can enhance their broadband network deployments, 
improve operational efficiency, and stay competitive in an evolving 
technological landscape.

■
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